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eW) o = ¢~

Definition (Indirect Dependency [Den76, DD77
if(W)elod = o~y

Definition (Transitiv Relation [Den76, DD77

b AT > Pt
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Syntax of A s [Int99]
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Constant
Variable
Value
Expression

W ww
® < X 0
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bool | num | str | undefined | null
Xg---

clef

v | x

let (x=¢)ine
op(e...)

e.e

ee=e

e(e)

new’

if (e) e, e
Nx.e

e e

trace'(e)
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Semantic domains
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Location > ¢

Function 5 Mx.e

Closure 5 f := Environment x Function
Properties > P = str— Value

Object EXNe) = Properties x Closure
Environment > p = Variable — Value

Heap > H = Location — Object

Definition (Judgement AJs)

H,pb el H|v (2.1)
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Dependency Type

University of Freiburg

FREIBURG

-
- |
Basic Value > v = ¢
| &
Value S w = VK
Dependency Type > k == 0
| ¢
| Kek

Definition (Judgement A\%%)

H,pr e | H |w (2.2)
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(DT-Constant) (DT-Variable)

H,pp Fc | H|c:k H,opoe B x I H|p(x)ex

(DT-Operation)
H,p,x F e I H | w: ko

/Hnilap,'% Foe I H” | Vn : Kn
Vop = ng (Vo..-Vn)

H,p,k - op(eg...en) I H" | vop:Koe... 0k,
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(DT-Let)

H,p,x F e I H | w: ko
Hoplx = vo:kol,k Foer b H | vk
H,p,r - let (x=e)ine || H' | v1:k1

(DT-FunctionCreation)
¢" ¢ dom(H)
H,opor F Mxe | HE — (p,Xxe)] | €k

(DT-FunctionApplication)
Hop,r b e I H | ro (P, (p, Nx.e)) = H'(£)
Hopr b e b H | vk
H' plx = vi:k1),kerg F e | H" | vk,

H,p,k + eoler) I+ H" | vk,
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(DT-ObjectCreation)
¢' ¢ dom(H)
H,p, ks - new® || H[¢E— 0]k

(DT-PropertyReference)
H,p,k F e | H | fézfigz
Hiop,r b e | H' | str: ke

H.p,k b oeger b H' | H(E)(str) @ ke ® K

(DT-PropertyAssignment)
H,p,k - e | H | 55:/4;5[
Hiop,k = e I H' | str: kg
H' pok b e | H" vk,

H,pk F ep.e1 =e | H"[E, stri Viky e kg ® kgl | VK,
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(DT-ConditionTrue)
H,p, b e b H | w:ko
Vg = true H',p,fiﬂio Foe | H“VI

LR

H,p,x b if (e0) e1, & | HY | vi:ma

(DT-ConditionFalse)
H,p.x = e 4 H' | vo: ko
Vo # true H.preryg F e || Hy|w

D KD

H,p,k = if(eg) €1, & | Hy | vo: ko
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(DT-Sequence)

H,p,x F e I H | w: ko
%/,pa’{ F €1 U’ H// | Vi ki1
H,pa’{ = €0 €1 ‘U H” | ViK1

(DT-Trace)
H,p,er - e | H|v:k,
H,p,k F trace' (e) || H' |v:k,
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Lattice Value
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Undefined
Null

Bool

Infinity

Ulnt

NotUInt

Num
UlntString
NotUIntString
String

Lattice Value
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> L

{undefined, 1}

{nul1, 1}

{true, false, |}

{+Infinity, —Infinity}

{0... 4294967295}
{..,-1,-11,11,...}

Infinity U Ulnt U NotUInt U {NaN, 1}
{70 .. " 4294967295 }

{//a//’// b//, . }

UintString U NotUIntString U {L}

Undefined x Null x Bool x Num x String
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Abstract Semantic Domains
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SourcelLocation > f,1 ::= sourcefile x linenumber
Label > = u= {Sourcelocation...}
Abstract Closure > A = Scope x Function
PropertyMap 5> A == Lattice Value — Abstract Value
Abstract Value > ¢ = Lattice Value x Label x Dependency
Abstract Object > 6 == PropertyMap x Abstract Closure
FunctionStore > F 1= State x Abstract Valuex

State x Abstract Value
Scope 5> o == Variable — Abstract Value
State > [ u= (Sourcelocation — Abstract Object)

x Dependency
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Trace > 7 = Sourcelocation — p(Abstract Value)
Dependency > D == ()
| 7
| Do UD,
@(¢) T, 3

@(L”ﬂ) = <V(19)’D19|—ITL>
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(A-Constant) (A-Variable)

ot c{ I|{c0,Dr) Mo x| I|o(x)UDr

(A-Let)
r,J - €0 l} r”ﬁo
Mo[xrs ) F e | |91
Mo let (X: eo) ine | r | Hh
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(A-Operation)
r,U F €0 U F’|190

Mlok e | M"Y,
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Mo F op(eo...e,,) U rr | (E,E,Dgou---upgn>
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(A-ObjectCreationl)
¢ ¢ dom(IN)
Mo F new’ || T[0—0]| (L., {¢},Dr)

(A-ObjectCreation2)
¢ € dom(T)

Mo - new’ || T| (L., {¢},Dr)
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(A-FunctionCreationl)
€§éd0m(r) F[EH(Fl,ﬁl,Fl,ﬁQ]
Mo Xxe | Tl (0,\x.e)] | (L1, {¢},Dr)

(A-FunctionCreation2)
tedom(T) (6, \x.e) = T(O)pe
Mot Mxe | Tl (cUd, Xx.e)]| (L1, {¢},Dr)
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(A-FunctionApplication)
r,O' F €0 ll r | (ﬁo,Eo,Do>
r/,U F e l} r’ ‘ 191
M[D + Drn D] FRa M(Z0),91 | I |0
r,J F eo(el) l} <S(r”/),Dr> ’ Y

(FA-Iterationl)
M fa A0 U T |
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R ALY U T |0 U F R 0,9 U Ty
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(FA-FunctionStorel)
(LO) EF(N ) (T0) = F(Op

Out
MM ALY LT |

(FA-FunctionStore2)
(ro) F(Az)/\fn (o, )\ﬁx‘e> = O
(F.0) = F(O)p L(T0)  FILAG, = (T,0)]

Folx—0] kel T'|9  F,N, — T,70)]
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(A-PropertyReference)
r,O' - €0 ll F’ ‘ <£0,EQ,'D0>
F’,a F e ~U r” | (str,El,D1>
For ["(Z0).str | 0
o+ e.e1 | r’ | (V(¥), Do UD;y UDy)

(PR-lterationl)

FoR AL W _
"SR oL | v (PR-Iteration2)
FSr (AN ©,L | 9uY Fer 0,£ U 9.
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(PR-Intersection) (PR-Nonlntersection)
(LML; #1) LML =1
l_gR A7 L U 0’ l_gR Aa L U v’

F8r (Li: )AL | 0;U0 FOR (Li: )AL |
(PR-Empty)

l_SR @,L ll ﬂundef
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(A-PopertyAssignment)
r,O' H €0 ll F’ | (ﬁo,Eo,Do>
r,,J = €1 l} r" ‘ (str,El,D1>
Mok e | I_"/|19
M Fpa Zo,str, (V(9),Do UD; UDy) || T
r,O' |— €p.61 = €2 U F”” | ’19

(PA-Iterationl)
Cbba 0,£,9 | T’
r/ l_i::F_’: E ;C 19%1« I—// (PA—Iteration2)

[ b5a GE,L,0 | 7 [ b5a 0,£,0 T
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(PA-Assignment1)
L € dom(I' (1))

Cbpa 6L,0 U T[ L T(0) (L))

(PA-Assignment?2)
L ¢ dom(T(¢))
[ bpa 6L,0 | [0 L— V)
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(A-ConditionTrue)
Mot e | r | <[’0,EO,D0>
Lo = true F’[D — D I_ID()],J Fe | r’ ‘ Y1
r,U - If (eo) €1, € l} <S(r”),Dr> ‘ 191

(A-ConditionFalse)
r,O' - €0 ll F’ ‘ <£0,EQ,'D0>
Lo = false F’[DHDF, UDol,o F e | r’ | 92
Mo+ if(e) e, & § (S(M),Dr) | V2
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(A-Condition)
r,O' F €0 ll F’ ‘ <£0,EQ,'D0>
Lo # true A Ly # false
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(A-Sequence)
F, o+ €0 U F’ | ’190
r,,U - el l} F” ‘ 191
F, o+ €0, €1 ll F” ’ 191

(A-Trace)
7, = @(t)
D~ Drur],oc - e | |9
Mo  trace' (e) | (S(I'),Dr) |9
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Noninterference on AT,
Correctness (C-Consistency)

Termination
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Noninterference
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H,opow e |l H|v:ik,

vk Hopr F el H|viky
e=c¢eL+— €
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Substitution of ¢
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Definition (Substitution of ¢)

The substitution e[t +— €] of ¢ in e is defined as:

Ve' € SubExp(e) : €[+ ] (4.4)
trace‘(e,)[c — €] = trace’(&) (4.5)

]
Termination-Insensitive Noninterference
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Definition (Bijection of &)

The bijection b : Location — Location from location ¢¢ to location
€Y maps permutations on heap entries.

b = 0| b[ef — €Y (4.6)

Definition (Bijection of v)

The bijection b for values is defined as:

0, et
b(v) == {Ij/(g) V#ZZ (4.7)

Matthias Keil Type-based Dependency Analysis June 2012 38 / 60



k-equivalence of H

University of Freiburg

O
(-4
=
-2
zl.u
S&

Definition (x-equivalence)

Two heaps Hg,H1 are k-equivalent Hg =, ,, Hy iff
V&' € dom(b) : Ho(¢") =5 Ha(b(¢9)) (4.8)

The heaps Ho,H1 only differ in values v : k, with any intersection
with x or in one-sided locations.
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Definition (x-equivalence)

Two objects o0g,01 are k-equivalent
(Po, {po, N'x.€0)) =5 (P1, (p1, A'x.e1)) iff

Vstr € dom(Pp) :

str € dom(P1) A Po(str) = Pi(str) V (4.9)
Po(st)=v:k, A KNk, #0

Vstr € dom(P1) :

str e dom(P) N Po(str) = Pi(str) V (4.10)
Pi(str)=v:k, A KNk, #0
PO b P1 A Nx.ep =i Nox.e1 (4.11)

The objects og,01 only differ in values v : x, with any intersection
with k.
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Definition (x-equivalence)

Two environments po,p1 are k-equivalent po =, ; p1 iff

Vx € dom(pp) :

x € dom(p1) N po(x) = p1(x) V (4.12)
po(x)=v:ik, AN KNk, #0

Vx € dom(p1) :

x € dom(po) A po(x) = p1(x) V (4.13)
p1(x)=v:ik, AN KNk, #0

The environments pg,p1 only differ in values v : k, with any
intersection with .
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Definition (x-equivalence)

Two value wo,wy are k-equivalent vy : ko = ,; v1 @ Ky iff
kENko=0 A kNKk1 =0 — b(w)=wn (4.14)

The values wg,w1 only differ in the case of any intersection with x.
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Definition (x-equivalence)

Two expressions eg,e; are k-equivalent eg =, , e iff

K ={tgystn} — Je&...3el,: e = eiftor> &) [tn— €]
(4.15)

The expressions eg,e; only differ below trace‘(e,) subexpressions
with ¢ € k.
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Context Dependency

Theorem
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Theorem (Context Dependency)

We assume that VH, p,k,e: H,p,k F e | H' | v:k, implies
that k C K, .
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Noninterference

Theorem
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Theorem (Noninterference)

We assume V&, Vb that

YH,H, p, Pk e H,opon = e d H vk,

Ife ¢ Rk and H =b {u|u¢R} H and P =p {7} ﬁ then

H,p,x & | H' | V:Rk, withe=e[r— & and e =, 1,),¢r) &
and H' Eb,{L|L¢E} H' and v : Ry Eb,{L|L¢R} v /‘%V.
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Correctness
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Ve :

Matthias Keil

Hopn e b H | w
fokeld IV

H=<cl Np<co AN k=<¢cDr —
H < T A w=cd

Type-based Dependency Analysis

(4.18)
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C-Consistency
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Definition (C-Consistency on dependencies k <¢ D)

Viek: 1,€D (4.19)

Definition (C-Consistency on constants ¢ <¢ £)

cel (4.20)
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C-Consistency
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Definition (C-Consistency on location £ <. =)

te= (4.21)

Definition (C-Consistency on values w < v)

Kk <¢ D (4.22)
te=, v=¢t
veVv) o= {CEE L. (4.23)
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C-Consistency
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Definition (C-Consistency on properties P < A)

Vstr € dom(P) : 3L € dom(A) : stre L N P(str) <¢ A(L)

(4.24)
Vstr ¢ dom(P) : undefined <¢ A(str) (4.25)

Definition (C-Consistency on objects o < 6)

P <c A (4.26)
p=co (4.27)
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C-Consistency
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Definition (C-Consistency on scopes p <¢ o)

Vx € dom(p) : x € dom(a) N p(x) <¢ o(x)

(4.28)

Definition (C-Consistency on heaps H <¢ I')

Vel e dom(H): e X A H(EY) < Z(0)

Matthias Keil Type-based Dependency Analysis
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C-Consistency
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Lemma (Subset C-Consistency)

H<clo ANToETT = H <l (4.30)
Vvik=<ctP N YTt — v:k=<ch (4.31)

Lemma (C-Consistency on Property Update)

¥0,0,L,9 | 0 <c 0 : 0=c0[L— 0(L)UV] (4.32)
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Correctness

Theorem
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Theorem (Correctness Relation)

For all expressions e within the syntax of )\?5 the following
condition holds: VH,H' p,v,k : If H,p,k = e || H' | v than
Vl,o0 withH <¢T,p=<cocandk <¢Dr:T,o b e | '[9
with H' <¢ T’ and v <¢ 9.
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Termination

Theorem
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Theorem (Termination)

o e | |9 with arbitrary e.

Monotony

Ascending chain condition

Matthias Keil Type-based Dependency Analysis
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g s W N

Access Permission Contracts [HBT12]

Recap

University of Freiburg

function fun() {
"Contract: a.b, a.b.c, a.?7, a.bx.c
var x = a.b;

a = {b:5};

Matthias Keil Type-based Dependency Analysis
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Dependency-based Access Permission Contracts

University of Freiburg

m Dependency-based
m TAJS, static dependency analysis
m Contracts instead of trace’(e)

m C: Contract: a.b [r,w];

Evaluation

trace values ¥ / state I
create proof constraints £

validate constraints £
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Dependency-based Access Permission Contracts

Principles
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Constraint Based Proof constraints £ at the end

Lazy Enforcement No direct enforcement of contracts C
Dynamic Extent Nested contracts C

Pre-State Snapshot I,0,9 at C

Read-Write Protection I, 0,1 at C
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Dependency-based Access Permission Contracts

Syntax
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Contract > C = 0| Q9cC
Permissions > 9 == (AN
AccessPath 5 A = V.P

Properties > P = €e|pP|px.P
Variable >V = {x...}
Property >p = {x...}
PathPermission > Tl = (7, Tw)
Readable S = €e|r

Writeable Sy = el|lw

Matthias Keil Type-based Dependency Analysis June 2012 58 / 60



Dependency-based Access Permission Contracts

Constraints
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ReadConstraint > R
WriteConstraint > W

(DT-Permit)

H,pali '_(Azpply CaLR’LW ‘U /}_[/ | pl | K | L
H, ok F el H'|v:k,
Hﬂvp,ﬂliv I_(éheck L
H,p,x F permit®"W Cine || H'|v:k,
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Type-Based Dependency Analysis
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Thank you for your attention.
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Information flow analysis in logical form.
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[§ Torben Amtoft and Anindya Banerjee.
A logic for information flow analysis with an application to
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@ Martin Abadi.
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