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Values S v = ¢,
Expressions > e == e(v)|if(v)e
e() | ¢ (1.1)
Definition (Dependency)

i, y) | i #
e[y =il di A el =l ld; A di# e (12)
N
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Values S v
Expressions > e

= o,

w= e(v)|if(v) e

e(w) I o (1.3)

Definition (Independency)

Vi, ) | i # 4
el di A e[y dllg A di=0;  (14)
= ob
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Definition (Direct Dependency [?, ?

e(W)bo = o~y

Definition (Indirect Dependency [?, ?

if(W)el¢ = ¢~ v

Definition (Transitiv Relation [?, ?

o N T > PP

Matthias Keil Type-based Dependency Analysis June 2012 6/ 60

Syntax of Ays [?]

University of Freiburg

UNI
FREIBURG

Constant
Variable
Value
Expression

bool | num | str | undefined | null
Xp--.-

clé¢

v x

let (x=¢e)ine

op(e...)

ee

® < X 0

\

\

\

| ee=e
| e(e)

| new’

| if(e)e e
| Axe

| ee

| trace'(e)
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Location > ¢
Function > Mx.e
Closure > f Environment x Function
Properties s> P str — Value
Object > o Properties x Closure
Environment > p Variable — Value
Heap > H = Location — Object
Definition (Judgement
Hpt el H|v (2.1)
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Basic Value > v = ¢
| ¢
Value Sw = VIk
Dependency Type > k = 0
|
| Ker
Definition (Judgement A7;
Hopw Fel H|w (2.2)
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(DT-Constant) (DT-Variable)

Hype b cl Hl|c:ik H,p,e b x | H|px)er

(DT-Operation)

H,pr b oeo ) H [ v ko

’r’{"’1<p,n Foen U H" | vo:kn

Vop = lop (V0 Vn)

H,p,k + op(ey...en) 4 H" | vop:koe...0k,

Matthias Keil Type-based Dependency Analysis June 2012 11/ 60



. D
Evaluation of AJg

Semantics
University of Freiburg

UNI
FREIBURG

(DT-Let)

H,p,s b e 4 H | vo: ko
H o plx = v roliw et b H [viim
H,p.k b let (x=e)ine | H' |vi:r

(DT-FunctionCreation)
&' ¢ dom(#)
H,p,r = Nxe | H[E — (0, M xe)] | €k

(DT-FunctionApplication)
Hopow b e b H | vo  (P{pNxe)) = H ()
Hiopw e L H' |viik
H plx = w1 k1], keng F e | H" | vk,
H.p,k F oegler) b H" | viky
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(DT-ObjectCreation)
¢’ ¢ dom(H)
H,opowo - new’ I} H[ 0] €8k

(DT-PropertyReference)
H,p,s e | H'|EZ:/-551
Hopw e b H' | str: ks
H,p,r b+ eger | H' | H'(£)(str) o Kt ® Rstr

(DT-PropertyAssignment)
Hopn b oeo b H [ kg
Hopow = oer | H' | str: ks
H pk el H" | vik,
H,p,k + ee1=e | H”’[E{str»—» ViR e kg @ Rsy] | ViR
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(DT-ConditionTrue)
H.pk e b H | w:ko
vo = true H perg et | H | viir
H,p.r F if (eo) &1, & I HY | vk

(DT-ConditionFalse)
H.pk e b H | w:ko
vo # true H . perg - e | HY | va:ko
H,p.r b if (eo) er, & | HS | va:ko
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(DT-Sequence)
H,p,6 b e 4 H | vo: ko

Hiopw e b H | viirk
H.pu Foeier U H' | vk

(DT-Trace)
H,pree e L H | viky

H.p,k b trace' (e) 4 H'|v:k,
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Undefined = {undefined, L}
Null = {null, 1}
Bool = {true, false, L}
Infinity i= {+Infinity, —Infinity}
Ulnt 2= {0...4204967295)
NotUInt s= {...,—-1,-11,1.1,...}
Num : Infinity U Ulnt U NotUInt U {NaN, L}
UlntString {"0"..." 4294967295"}
NotUIntString : {"a""bv",...}
String = UlntString U NotUIntString U {L}
Lattice Value > L == Undefined x Null x Bool x Num x String
Matthias Keil Type-based Dependency Analysis June 2012 17 / 60
Notizen
g g [*]
Abstract Semantic Domains &
University of Freiburg _E—
zw
SE

SourcelLocation > (,1 == sourcefile x linenumber
Label > = u= {Sourcelocation...}
Abstract Closure > A' = Scope x Function
PropertyMap > A = Lattice Value — Abstract Value
Abstract Value > 9 = Lattice Value x Label x Dependency
Abstract Object > 6 = PropertyMap x Abstract Closure
FunctionStore 5 F u= State x Abstract Valuex
State x Abstract Value
Scope S o u= Variable — Abstract Value
State > T (Sourcelocation — Abstract Object)
x Dependency
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Trace SourceLocation — p(Abstract Value)
Dependency 0
-
Do LD,y
o) = 7 (3.1)
@1, 9) = (VW),DyuUT,) (3.2)
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Flobel|w (33)
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(A-Constant) (A-Variable)

ot cl 0D Mot x {§ Ilox)uDr

(A-Let)
Fot e I M|
Molx— o] - ex I "] 01
Motk let(x=e)ine | M|
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(A-Operation)

Fot e I M|

Mmlob e I,

(£,2) =Ugp (V(¥0) .. V(¥n))
Fo - op(eg...en) b ™| (£, Dy U--UDy,)
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(A-ObjectCreation1)
0 ¢ dom(T")
Mo+ new’ || T[¢— 0] | (£, {f},Dr)
(A-ObjectCreation2)
0 € dom(T)
Mo = new' § T [(LL.{f},Dr)
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(A-FunctionCreation1)
0 ¢ dom(T) Flb— (T,90,T1,91)]

Mo+ Mxe || Tl (o,)x.e)] | (L1, {},Dr)

(A-FunctionCreation2)

(€ dom(T)  (5,\'x.€) = T({)pe
Mo+ Mxe | Tl (cUd,Xx.e)] | (L1, {0}, Dr)
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(A-FunctionApplication)

Fot e 4 I {Lo,=0 Do)
Mok e | |0
"D+ Drr UDo] Hga T'(Z0),0n 4 |9
Mo - eer) 4 (S(M),Dr)| v

(FA-Iterationl)
rda ALY T

r FPA Mo 4 o (FA-Iteration2)
g AGTLY o T 0w Ty 0,0 § T,
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(FA-FunctionStorel)
FOHCTFN) (1) =F(Op,
rEM ALY LT

(FA-FunctionStore2)
T ZFN)y (6. Xxe) = O
([.0) = F(Op U(T0)  FILAL, = (T,)]
Toxed el TV Flb, Ny, v (T, 07)]
r M ALY LT
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(A-PropertyReference)
r,{T = € l} r ‘ <Eo,EQ,DQ>
Mot e | | (str,=1,D1)
FSr TM(Z0),str | 0
Mot e.er | | VW), Dol DyUDy)

(PR-lterationl)

For AL 1 0 _
FgR oLl (PR-Iteration2)
For (AN 0, | vud FOR 0, I 91
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(PR-Intersection) (PR-Nonlntersection)
(cnc; #L) LNL =1
For AL UV For AL )
For (Li90)iAL 1L ;U0 For (Li: 0D L ) o
(PR-Empty)
For 0,L 4 Dunder
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(A-PopertyAssignment)
rot e 4 M| (Lo =0, Do)
Mot e | | (str,=1,D1)
Mok e | M9
I +pa Zo,str, (V(9),DoUD1UDy) § T
Mot ee=e || MV
(PA-lIterationl)
[ bpa 6L0 4 T
r Fg: =r ﬁlﬁ r (PA-Iteration2)
I Fea GEL,09 4 T T Fea 0,20 § T
Matthias Keil Type-based Dependency Analysis June 2012 29 / 60

. Notizen
Evaluation 9
Abstract Semantics g
University of Freiburg _E—

zlﬂ
of

(PA-Assignment1)
L e dom(T(1))

T bpa 6,0 U T L T(0)(L) U]

(PA-Assignment?2)

L ¢ dom(I'(£))
T o 6,L,9 U T[LL 0]
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(A-ConditionTrue)
roF e 4 | (Lo,=0, Do)
Lo = true I'[D+— Dr UDgl,o F e | |01

Mot if(e) e, e I (S(M).Dr) | 1

(A-ConditionFalse)
roF e 4 | (Lo =0, Do)
Lo = false I'[D+— DrUDgl,0 - e | |0,

Mo b if(eo) e, e I (S(M),Dr) | V2
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(A-Condition)
rot e 4 | (Lo =0, Do)
Lo # true A Lo # false
I'[D+— Dr UDol,o - e | T |1
rI[DH Dy UDQ],G Foe | |—I2/ | 92
Mo+ if(e) er, & I (S(MUT),Dr) | ¥ UV
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(A-Sequence)

|—,L7 = € U r/"ﬂo
Mok e | |0
Fot e;er 4 |01

(A-Trace)
7 =)
MDw—Drunlo kel [0
Io + trace' (e) | (S(),Dr) |V
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Noninterference on ATy
Correctness (C-Consistency)
Termination
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Hopr kel H vk, (4.1)
v¢ky: Hopow bel H vk, (4.2)
E= el g 43)
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Definition (Substitution of ¢)

The substitution e[. — &] of ¢ in e is defined as:

Ve' € SubExp(e) : €1+ & (4.4)
trace'(e,)[L — €] = trace'(&) (4.5)

]
Termination-Insensitive Noninterference
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Definition (Bijection of &)

The bijection b : Location — Location from location &¢ to location
&Y maps permutations on heap entries.

b= 0] b[e — e (4.6)

Definition (Bijection of v)

The bijection b for values is defined as:

b(et) v =gt
b(v) == ) i 4.7)
v ov#e
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De (x-equivalence)

Two heaps Ho,H; are r-equivalent Ho =, . H; iff
V& € dom(b) : Ho(€") =55 H1((¢")) (4.8)

The heaps Ho,#1 only differ in values v : %, with any intersection
with £ or in one-sided locations.
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Definition (k-equivalence)

Two objects 0p,01 are k-equivalent
(Po, (po: Ax.€0)) =5 (P1, (p1, N'x.e1)) iff

Vstr € dom(Po) :

stre dom(P1) A Po(str) = Pi(str) V (4.9)
Po(str) =v:k, A KNKy #D

Vstr € dom(Py) :

stre dom(P) A Po(str) = Pi(str) V (4.10)
Pi(stry=v:k, A kNKy #0D
0 = p1 A Nx.e = Nox.er (4.11)

The objects 0p,01 only differ in values v : k, with any intersection
with £.
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Definition (k-equivalence)

Two environments pg,p; are k-equivalent po =, ., p1 iff

Vx € dom(po)

x € dom(p1) A po(x) = p1(x) V (4.12)
po(X)=v:ik, A KNk, #0D

Vx € dom(py) :

x € dom(po) A po(x) = p1(x) V (4.13)
p(x)=v:ik, A kNK, #0

The environments pg,p1 only differ in values v : , with any
intersection with .
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Definition valence

Two value wo,w; are k-equivalent vo : kg = . v : A1 iff

KNko=0 A kNK1 =0 — b(Vo):V1 (4.14)

The values wg,w; only differ in the case of any intersection with .
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Definiti quivalence)

Two expressions e, e; are x-equivalent eg =, . ey iff
K= {10, ytn} — 3eb...3eh: eo = eiftor> €. [tn > €]
(4.15)

The expressions eg,e; only differ below trace’(e,) subexpressions
with ¢ € k.
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Theorem (Context Dependency)

We assume that VH,p,k,e: H,p,c = e | H' | v:k, implies
that k C K.
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Theorem 35
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Theorem (
We assume V&, Vb that
VH,H,p, b,k H,ops - e H | v:ky.
/fL ¢ K and H = (it} H and p =, .¢ry P then
H,p,x = & 4 H | V:Fky withe= el & and e =, (¢} &
and H' =, (1.¢zy H' and v : Ky =, gy V0 Ry
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Correctness &
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Ve:

H,por el H|w (4.16)

fokel |9 (4.17)

H=<cl AN p=<co AN k=<¢cDr —

4.18
H <l A w=cd ( )
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Definition (C-Consistency on dependencies x <¢ D)
Viek: 1, €D (4.19)
Definition (C-Consistency on constants ¢ <¢ £)
ceLl (4.20)
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Definition (C-Consistency on location & <¢
tez (4.21)
Definition (C-Consistency on values w <¢ ¥)
) (4.22)
Le=, v=¢t
vev) == ’ ¢ (4.23)
ceLl, v=c
Matthias Keil Type-based Dependency Analysis June 2012 48 / 60
Notizen
C-Consi g
-Consistency &
University of Freiburg _E—
zw
of

Definition (C-Consistency on properties P <¢ A)

Vstr e dom(P) : 3L € dom(A) : stre L A P(str) <¢ A(L)

(4.24)

Vstr ¢ dom(P) : undefined <¢ A(str) (4.25)

Definition (C-Consistency on objects o <¢ 0)

P=<cA (4.26)

p=co (4.27)
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Definition (C-Consistency on scopes p <¢ o)

Vx € dom(p) : x € dom(c) A p(x) <¢ o(x) (4.28)

Definition (C-Consistency on heaps H <¢ I')

vel € dom(H): L€ T A H(EY) <c Z(£) (4.29)
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Lemma (Subset C-Consistency)
H=clo ANToCT1 = H =<l (4.30)
vik=cUg A 9 CVY — v:ik=<cd (4.31)
Lemma (C-Consistency on Property Update)
V0,0,L,9 | 0=<c 0 : o=cO[L— 0(L)UD] (4.32)
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Theorem (Correctness Relation)

For all expressions e within the syntax of A the following

condition holds: VH,H', p,v,rk : If H,p,x = e | H'|v than
VI,owithH <cT,p<coandk <¢cDr:T,o - e | |9

with H' <c T’ and v <¢ 9.
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Theorem rminatio

lo e |} "] with arbitrary e.

Monotony

Ascending chain condition
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function fun() {
"Contract: a.b, a.b.c, a.?, a.bx.c"

ISR
<
o
x
I
o
o
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m Dependency-based

m TAJS, static dependency analysis

m Contracts instead of trace'(e)

m C: Contract: a.b [r,w];

trace values ¥ / state [

create proof constraints £

validate constraints £
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Constraint Based Proof constraints £ at the end

Lazy Enforcement No direct enforcement of contracts C

Dynamic Extent Nested contracts C
Pre-State Snapshot I, 0,9 at C

Read-Write Protection I, 0,9 at C
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Syntax g
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Contract > C
Permissions )
AccessPath > A
Properties > P
Variable El
Property EN]
PathPermission > Tl
Readable EN
Writeable S T
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ReadConstraint > R

WriteConstraint > W

(DT-Permit)
H,p, K Fg\pply Comroew 4 H | 0 | K
H, ok el H' | vk,

’

L

H'p ky Fonea £
H,p,k F permit®™ Cine | H'|v:k,
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Type-Based Dependency Analysis
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Thank you for your attention.
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